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1. Proposal
The following changes are proposed for solution 3.1.
***** Start of Change *****

6.3.1
Solution #3.1: Slice Specific Authentication and Authorization using non 3GPP credentials based on secondary authentication
6.3.1.1
Introduction
Editor's note:
This clause lists the key issue(s) addressed by this solution.

The solution addresses key issue#3.

The 5GS system has introduced secondary authentication at the establishment of a PDU session. Specifically, during the establishment of a PDU session, Release 15 has defined that a DN-specific identity (TS 33.501 [6]) of a UE may be authenticated/authorized by the DN, via a DN-AAA server that may belong to the 5GC or to the DN. This solution assumes that the secondary authentication is performed between the 5GC and the external DN-AAA server with the support the NEF.

The procedure allows both the authentication triggering by the UE (with the UE providing authentication information during the Establishment of the PDU Session), or by the SMF that can reject the PDU Session Establishment if the UE has not provided authentication/authorization information. At any time, a DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release the PDU Session.

Such secondary authentication takes place in 5GS in addition to (and after) the 5GC access authentication handled by AMF.

In this solution it is assumed that connectivity to a slice implies the establishment of at least one PDU session.
6.3.1.2
Functional description

Editor's note:
This clause outlines solution principles, assumptions and high-level architectures, etc.

It is proposed to re-use the secondary authentication introduced in Release 15 to enable slice authentication.

Specifically, the secondary authentication is used and enhanced as follows:

-
If access to a specific network slice (i.e. a specific S-NSSAI) needs to be authenticated based on non 3GPP network slice credentials, the slice provider/customer provisions such network slice credentials (slice-specific User ID and security credentials) to the UE with mechanisms out of scope of this solution.

-
If access to a specific network slice (i.e. a specific S-NSSAI) needs to be authenticated based on non 3GPP network slice credentials, at the establishment of the first PDU session corresponding to the S-NSSAI that requires authentication, the UE provides the non 3GPP credentials required for the authentication. If the UE does not provide such credentials and the SMF determines that the PDU session corresponding to the S-NSSAI needs to be authenticated, the SMF retrieves the credentials from the UE with an EAP Identity Request as defined in TS 33.501 [6].

-
The SMF authenticates just the first PDU session established corresponding to an S-NSSA with a Slice-AAA function which, similarly to the DN-AAA for UE secondary authentication, may be in the 5GC network or external. 

-
Ths SMF may authenticate all the PDU sessions corresponding to the S-NSSAI, depending on network policies.

-
When the SMF performs the authentication for a PDU session establishment corresponding to an S-NSSAI, the GPSI itself is used as external UE identifier and is provided to the Slice-AAA. This can be achieved by allocating a GPSI to any UE for which, based on subscription information, UE secondary authentication is required for one of the subscribed S/NSSAI(s)/DNN(s). 
-
During the UE secondary authentication, the authentication SMF (H-SMF or V-SMF for LBO) provides the GPSI, S-NSSAI, and optionally PDU Session ID to the Slice-AAA in addition to the information currently provided. This enable an external Slice-AAA to create a context related to the authentication of a slice that may have one or more PDU sessions for triggering re-authentication and de-authorization.

-
When secondary authentication is performed successfully, the Slice-AAA subscribes with the NEF (with GPSI, S-NSSAI, and PDU Session ID) for notification of the change of SMF the SMF should contact to enable re-authentication. This is needed in order to ensure that the Slice-AAA contacts the correct SMF considering that a slice may have multiple PDU sessions which may be activated and released while the UE is authenticated for a slice (i.e. the PDU session that triggered the authentication may be released, and the Slice-AAA should be able to reach a different SMF for a PDU session corresponding to the S-NSSAI to trigger re-authentication)
-
for Rel. 15 secondary authentication, the information on a successful secondary authentication/authorization between a UE and an SMF may be saved in SMF and/or UDM. In this solution, it is assumed that the information on successful authentication of a slice is stored in the UDM, and contains both the information on a previous successful authentication for a slice (S-NSSAI) and for a DN. 

-
Upon establishment of a PDU session corresponding to an S-NSSAI, the SMF checks whether the UE has already been authenticated and/or authorized for the same S-NSSAI by an SMF, in addition of checking if the UE has already been authenticated and/or authorized for the same DN. 

-
if DNN authentication/authorization is required in addition to slice authentication, the secondary authentication is executed twice by the SMF within the same PDU session establishment procedure, based on the network slice credentials first, and based on the DNN-specific secondary authentication information. The SMF shall not authorize the PDU session establishment unless both authentication/and authorization succeed. If both authentications are needed, the UE in addition to the current SM PDU DN request container provides also the network slice credentials.

-
The slice-AAA may be part of the 5GC or may belong to the DN of the service provider offering the slice services.

-
De-authorization of a slice by the slice-AAA will trigger the PDU session release of all the PDU sessions corresponding to the slice.

-
When the Slice-AAA indicates revocation of a slice authorization, the Slice-AAA sends an indication to the NEF associated to the received GPSI, which in turn informs the SMF(s) serving the slice, and the PDU session(s) corresponding to that slice, that the PDU session(s) needs to be released.

-
A failed slice authentication or a slice de-authentication triggers the SMF to inform the AMF that the S-NSSAI corresponding to one or more PDU sessions is not authorized. The AMF decides based on local policies whether to update the Allow NSSAI and indicate to the UE that the S-NSSAI is rejected.

6.3.1.3
Procedures

Editor's note:
This clause describes high-level procedures for the solution.
6.3.1.3.1
Slice authentication at first PDU session establishment for the S-NSSAI
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Figure 4.3.2.3-1: PDU Session Establishment authentication/authorization by a DN-AAA server
1.
The UE registers with the network. Primary authentication is performed during the registration procedure

2.
The UE triggers PDU session establishment for an S-NSSAI (or for none and one is selected by the network)

3.
The SMF determines that slice authentication is required and triggers secondary UE authentication for the S-NSSAI. Upon successful authentication, the SMF stores in the UDM for the S-NSSAI the status of the slice authentication and the SMF ID as the slice authenticator.

4.
[Optional] If DN authentication is also needed, the UE secondary authentication for the DNN is performed upon successful slice authentication.   

5.
The Slice AAA server subscribes for event notification via the NEF to be informed of a change of SMF, in order to enable the AAA server to reach the correct entity for re-authentication and de-authorization.

6.
The UE may establish an additional PDU session for the same S-NSSAI.

7.
Since the SMF for this PDU session may be different from the SMF of previous PDU sessions for the same S-NSSAI, the SMF checks the slice authentication status in the UDM. If no slice authentication is required, the SMF ID is stored in the UDM as serving the S-NSSAI in addition to other SMF IDs serving the same S-NSSAI.

8.
[Optional] If slice authentication or DN authentication is needed, the SMF triggers the secondary authentication.

6.3.1.4
Impacts on existing entities and interfaces
Editor's note:
This clause describes impacts on existing entities and interfaces.

Impacted functions:
-
UE: 
-
support of S-NSSAI-based secondary authentication in addition/parallel to secondary authentication for a DN
-
provisioning of multiple SM PDU containers at PDU session establishment to support both slice authentication and DNN authentication, when needed
-
AMF: if slice authentication fails, SMF may inform AMF that the authentication for the S-NSSAI failed and the AMF may, based on local policies, remove the S-NSSAI from the Allowed NSSAI.

-
SMF: support slice authentication in addition to secondary authentication for DN. SMF to verify slice authentication status in UDM to avoid unnecessarily re-authenticating a slice if authentication took place at a previous PDU session establishment. 

-
AAA server: support of interaction with NEF for subscription to slice and DN related events (e.g. change of PSA) in order to allow the AA server to be up to date with the PSA where to send re-authentication requests or de-authorization requests

6.3.1.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

The solution does not require a slice to which the UE may never connect (i.e. establish connectivity to via a PDU session) to be authorized/authenticated until the UE requires the connectivity. 

The solution does not impact the registration procedure in terms of MM timers, e.g. in case of failed authentications/retries due to EAP failure.

The solution re-uses existing NAS signalling. The solution re-uses the existing architecture and existing interfaces. 
***** End of Changes *****
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